
 

WEBSENSE  
EMAIL SECURITY

Incoming and outgoing email can expose your organization to viruses, spam, con�dential data 
loss, regulatory violations, or worse. Websensefi Email Security protects your organization 
from these rapidly-evolving threats with an integrated solution that:

�	 Delivers effective protection from today�s blended threats of spam, malware, and phishing by integrating 
the Websense market-leading Web and reputation data 

�	 Helps ensure regulatory compliance with simpli�ed, out-of-the-box protection layers 

�	 Provides powerful and �exible rules-based policy controls to enforce corporate email policies 

Websense Email Security software is powered by Websense ThreatSeeker� technology and a team  
of global threat experts. Websense Email Security provides continuous protection against inbound and  
outbound threats as well as con�dential and compliance protection for any mail server.

Integrated Threat Protection

Websense Email Security threat analysis encompasses multiple layers of intelligence that provide 
the best protection from today�s complex threats such as, spam, viruses, malware, phishing, and 
harmful URLs. Websense Email Security protects with layers that are all fully automated and deliver 
continuous protection�while you focus on more strategic initiatives.

�	 Antivirus protection. Websense Email Security 
is powered by multiple antivirus technologies 
that combine zero-hour antivirus scanning with 
antivirus engines to give you extensive and 
integrated threat protection�all from one vendor.

�	 Powerful antispam protection. With proven  
effectiveness validated by West Coast Labs,  
Websense Email Security uses antispam protec-
tion that leverages the Websense in-depth 
knowledge of Web and email-borne attacks. 
This breadth of security research and intel-
ligence uniquely provides Websense Email 
Security customers with a solution that protects 
from blended threats at the source.

Outbound Compliance and Data Loss Prevention

Websense Email Security provides powerful and �exible policy controls to help you achieve better  
corporate governance and compliance. It offers in-depth data inspection combined with more than 105 
content and compliance dictionaries pre-packaged in 12 languages.

�	 Compliance dictionaries and rules. Out-of-the-box HIPAA and GLBA rules make it easy to meet 
compliance requirements with the same technology you trust to block email threats. Additionally,  
the Websense con�gurable dictionaries and lexical analyses allow you to de�ne what is proprietary  
and prevent sensitive data loss.

Websense Email Security 
delivers effective 

protection from today�s 
blended threats of spam, 

malware, and phishing.

�	 Integrated reputation analysis. Websense 
Email Security, which integrates with 
reputation services in the Websense 
hosted infrastructure, provides deep 
connection-level management on 
incoming email, greatly reducing server 
loads and ensuring comprehensive  
zero-hour protection.

�	 Easy to install and administer. Websense 
Email Security provides automatic 
database updates, �exible policy setting, 
and market-leading reporting, to create 
best-in-class protection with exceptional 
visibility and control.




